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WHAT YOU WILL LEARN

> Configure an SSID for Web Authentication

> Add IDM as the RADIUS Server

> Set IDM as the external web portal

> Configure IDM for Cisco Wireless LAN Controllers
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ADD IDM AS A RADIUS AUTH SERVER
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMWV 1.

Security

v AAA
General
» RADIUS
Authentication
Accounting
Fallback
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth
TrustSec SXP

» Advanced

WLC5508

@ [O https @ 192.168.5.3/screens/frameset.html

RADIUS Authentication Servers > New

Server Index (Priority)
Server IP Address
Shared Secret Format
Shared Secret

Confirm Shared Secret
Key Wrap

Port Number

Server Status
Support for RFC 3576
Server Timeout
Network User
Management

IPSec

WLC5508

Save Configuratic

Specify the IDMs
IP address

1 *

192.168.0.27 Specify a shared
Lasar_¢) secret (same as

[ used on IDM)

[ | (Designed for FIPS customers and requires a key wrap compliant
RADIUS server)

1812

| Enabled + |

| Enabled # |
2 seconds
 Enable

« Enable

U Enable
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ADD IDM AS A RADIUS ACCT SERVER

® 00 WLC5508 .

@ [O https @ 192.168.5.3/screens/frameset.html ¢ ‘ Reader ] @
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l‘l'l"‘l Save Confi

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT SpGley the IDMs

Security RADIUS Accounting Servers > New I P add resSs

v AAA o -
General Server Index (Priority) [ B :
® RADIUS Server IP Address 192.168.1.27 SpeCIfy d Shared
Authentication
Accounting Shared Secret Format | ASCll % |
Fallback e — secret (same as
» TACACS+ are ecre [ITTT)
LDAP Confirm Shared Secret scoee used On I DM)
Local Net Users
MAC Filtering Port Number 1813
Disabled Clients —
Server Status | Enabled + |

User Login Policies

AP Policies Server Timeout 2 seconds
Password Policies

Network User @ Enable
» Local EAP

o IPSec ()  Enable
» Priority Order
» Certificate
» Access Control Lists

Wireless Protection
Policies

» Web Auth

TrustSec SXP .
» Advanced u

m
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CREATE A PRE-AUTHENTICATION ACL

® 06 WLC5508 ]
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELI
Security Access Control Lists > New 1. Give it a name

v AAA
General
« RADIUS
Authentication ACL Type (©1Pv4*™™IPV6
Accounting
Fallback
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP
» Priority Order
» Certificate

w Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs

Access Control List Name preauth 2. SeleCt IPv4



ADD A DESTINATION RULE

® 006 WLC5508

=y (@ nttps@ 192.168.5.3/

WLC5508

Save Configuration Ping Logout Refresh

CISCO HELP FEEDBACK

MONITOR WLANs CONTROLLER WIRELESS 1

Sequence 1

2. Destination set to IDM

Security Access Control Lists > Rules > New

v AAA
General
» RADIUS
Authentication Source Any

Accounting
Fallback L N IP Address Netmask
» TACACS+ Destination elfciidldliessum’y 192.168.1.27 255.255.255.255
LDAP
Local Net Users Protocol TCP

MAC Filtering
Disabled Clients Source Port Any

User Login Policies —
AP Policies 3 P t I TC P
Destination Port HTTPS L] ro OCO

Password Policies

Sequence 1

©

“

» Local EAP DSCP Any N

» Priority Order

“

Direction Any
» Certificate

4. Destination Port HTTPS

Action Permit

w Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs

Wireless Protection
Policies

5. Action Permit

» Web Auth

TrustSec SXP

» Advanced




ADD A SOURCE RULE

® OO0 WLC5508
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Save Configuration = Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS 1 HELP FEEDBACK

Sequence 2

Security Access Control Lists > Rules > New < Back Apply

v AAA
Sequence 2
General
» RADIUS IP Address Netmask
Authentication Source | IP Address  * 192.168.1.27 255.255.255.255
Accounting
Fallback Destination | Any :

2. Source set to IDM
LDAP Protocol | TCP 2 .
Local Net Users
MAC Filteri

Hiering Source Port | HTTPS

Disabled Clients
User Login Policies

AP Policies Destination Port [Any & 3 . PrOtOCO| TC P
Password Policies

b Local EAP psce ARy

“

» Priority Order Direction | Any 3

Crermit 4. Source Port HTTPS

» Certificate

w» Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs

> Wireless Protection
Policies

5. Action Permit

» Web Auth
TrustSec SXP

» Advanced




ADD A NEW SSID

® O 0 WLC5508

() (@ https@ 192.168.5.3/screens/frameset.html ¢ [ Reader (O]
i WLC5508 i
o l 1t | I Save Configuration Ping Logout Refresh

CIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WEANS WLANs > New . Set type to WLAN (for wireless)
v WLANs Type CWLAN )
» Advanced Profile Name Wireless Hotspot 2_ Give the prOfile a name
SSID wireless-hotspot
1D | 2 s
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SET LAYER 2 TO BE AN OPEN NETWORK

® O 06

WLC5508
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Save Configuration  Ping Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs

v WLANs
WLANSs

» Advanced

WLANSs > Edit 'Wireless Hotspot'

< Back I Apply |

" General I Security | QoS | Advanced |

Layer 2 | Layer 3 | AAA Servers | 1 .

Layer 2 Security € | None >

MAC Filtering2 [ |
Fast Transition
Fast Transition [ |

Set to None




SET LAYER 3 TO USE IDM

® 006 WLC5508 R
() (@ hips @ 192.168.5.3 ¢ [ Reader (O]
E WLC5508 ﬂ

. ‘l I ‘l I Save Configuration  Ping Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'Wireless Hotspot' < Back | Apply
v WLANs N
WLANS General Security | QoS | Advanced |
» Advanced Layer2 = Layer3 | AAAServers | . Set to None

Layer 3 Security | None *

™ Web Policy 1 2 Set to Web PO“Cy
L

3. Specify pre-auth acl

||
e 5 Qver-ride Global Config

Over-ride Global Config ™ Eg L]
Web Auth type | External(Re-direct to external serve 6 Set Exte rn al Web Auth

URL https://192.168.1.27/portal/192.168.5.3

7. Set URL as per next slide
CRKU
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(e) Authentication

) Passthrough
_ Conditional Web Redirect

_) Splash Page Web Redirect

_) On MAC Filter failure10

a

Preauthentication ACL IPv4 | preauth

v




IDM URLs

> The URLSs that the controller needs to redirect the user to
are on IDM.

> The initial redirection should go to
https://[IDM-Name-or-1P]/portal/[Controller-IP]

« The IDM-Name-or-IP should match the SSL certificate common
name on IDM

« The Controller-IP is the IP address of the controller
* Don’t enter the [] brackets

12 |



SET AAA SERVERS

® 006 WLC5508 2
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"h.‘l'. Save Configuration Ping Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > Edit 'Wireless Hotspot' < Back Apply
v WLANs — TP —
WLANS General Security | QoS | Advanced |
» Advanced Layer2 | Layer3 | AAAServers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [ |Enabled
| None

Authentication Servers

# Enabled o Enabled SEVer | None |
Server 1 IP:192.168.1.27, Port:1812 # || IP:192.168.1.27, Port:1813
Server 2 None + || None 3| B
Server 3 . None + || None 3

Radius Server Accounting

Interim Update @)

Local EAP Authentication

Local EAP Authentication [ |Enabled

Authentication priority order for
web-auth user

Foot Notes

1 Web Policy cannot be used in combination with IPsec

2 FlexConnect Local Switching is not supported with IPsec, CRANITE authentication, Override Interface ACLs
3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPA2 is configured

5 Learn Client IP is configurable only when FlexConnect Local Switching is enabled

6 WMM and open or AES security should be enabled to support higher 11n rates

7 Band Select is configurable only when Radio Policy is set to "All".

8 Value zero implies there is no restriction on maximum clients allowed.

9 MAC Filtering is not supported with FlexConnect Local authentication

10 MAC Filtering should be enabled.

11 Guest tunneling, Local switching, DHCP Required should be disabled.

12 Max-associated-clients feature is not supported with FlexConnect Local Authentication.
13 Fast Transition is supported with WPA2 and open security policy

z
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SET AAA SERVERS

WLC5508
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" l 1t l I Save Configuration Ping Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANS > Edit 'Wireless Hotspot' < Back Apply

v WLANs

WLANs General | Security | QoS | Advanced |

» Advanced
Allow AAA Override W Eng

Coverage Hole Detection @ Enabled

Enable Session Timeout v 1800

Session Timeout (secs) DHCP Addr. Assignm|
ACHERIE @Enabled Management Frame Pr®
Diagnostic Channel [_JEnabled
Override Interface ACL 1Pv4 ‘ rrp— s I‘P;":]T‘ MFP Client Protection 4 \ Optional # |
P2P Blocking Action | Disabled s e L) G () e Hlierlby
i jon 3
Client Exclusion 3 Enabled 60 802.11a/n (1 - 255) 1
Timeout Value (secs)
802.11b/g/n (1 - 255) 1
Maximum Allowed Clients 0 /a/n ( )
8 NAC
Static IP Tunneling 11 [_JEnabled NAC State | None s

Wi-Fi Direct Clients Policy | Disabled | Load Balancing and Band Select

g':r"z';“g ;‘ig"‘"ed Clients (599 Client Load Balancing

Client Band Select Z @)

Off Channel Scanning Defer

Scan Defer Priority O 1 2 3 4 5 6 7 Passive Client
MM Dacciva Cliant N

Foot Notes

1 Web Policy cannot be used in combination with IPsec

2 FlexConnect Local Switching is not supported with IPsec, CRANITE authentication, Override Interface ACLs
3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPA2 is configured

5 Learn Client IP is configurable only when FlexConnect Local Switching is enabled

6 WMM and open or AES security should be enabled to support higher 11n rates

7 Band Select is configurable only when Radio Policy is set to 'All".

8 Value zero implies there is no restriction on maximum clients allowed.

9 MAC Filtering is not supported with FlexConnect Local authentication

10 MAC Filtering should be enabled.

11 Guest tunneling, Local switching, DHCP Required should be disabled.

12 Max-associated-clients feature is not supported with FlexConnect Local Authentication.

13 Fast Transition is supported with WPA2 and open security policy

1. Set to AAA Override
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SET WLAN TO ENABLED

® O O WLC5508
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Save Configuration  Ping Logout Refresh

CciIsco MONITOR  WLANs

WLANSs > Edit '"Wireless Hotspot'

CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs

v WLANs
WLANSs

» Advanced 1 .
Profile Name Wireless Hotspot

General | Security | QoS | Advanced |

Type
SSID

Status ¥/ Enabled

Web-Auth
(Modifications done under security tab will appear after applying the changes.)

Security Policies

Radio Policy | All 3|
Interface/Interface ———
Group(G) | management % |
Multicast Vlan () Enabled

Feature

Broadcast SSID o Enabled

Set status to Enabled

z
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ADD THE CONTROLLER TO IDM

| | 2. Enter the IP address
Home Client Attributes SNMP MAN Of the ContrO”er

Network Access Policy

Policy Settings Name: Cisco WLC

Sponsor Portal
Device IP Address / Prefix Length: 192.168.5.3

Guest Portals For example 192.168.1.1/32 or fec0:0001/128 E ‘t ‘th
Smart Connect Secret:  |eeess " n er e Sam e
e Gieca WIE : shared secret
:r:z:llgestt(l:r:lgesnts Vel If your RADIUS client vendor is not listed please { used On the
Description:

SMS Settings
Syslog Monitoring
LDAP Server

controller

RADIUS setup

Server
nge-of-Authorization

4. Specify Cisco -
WLC for the - [3eo
Type bve ][ Cancel ]

16 |



Thank you




